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¢ Anonymous certification scheme, based on
attribute based signatures

¢ Blockchain-based applications
* Privacy-preserving personalised services
e Informed consent in e-Health Applications

» Data confidentiality and access control mechanisms (ID-based '
encryption, homomorphic encryption)

e Data integrity (proofs of data possession)
¢ Authenticated search in cloud environments
¢ Formal validation, experimentation
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Outline

e General Context

* Privacy Preserving Cooperative Computation

 Privacy Preserving Fine grained Access Control to
Outsourced Data

e Interdisciplinary Discussion

e Conclusions
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Who possess our data? What they know about us?
How they are using our data?

Equifax Data Breach Affects
Millions of Consumers. Here's
What to Do.
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Privacy as a Security Property?

Confidentiality
Keep your secrets, well, secret

Control
Who? And How can use your personal
information?

7

Beyond Technology/Engineering:
A lot of aspects related to

sociology, law, psychology,

economics, etc. ..

N\

Privacy Enhancing Technologies

Mitigate privacy threats
Increase privacy of users, groups, organizations
Enable scenarios impossible w/o strong privacy guarantees

J
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Privacy Preserving Cooperative Computation

Personalisation vs Privacy -Web Search Engines
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The service provider is a search engine, interacting with an
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Ads and news are also categorized and annotated by
keywords.
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Need for privacy preserving matching techniques

@ 0 Need for privacy preserving search techniques
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e Collaboration with Qwant, France — https://github.com/QwantResearch/masg-app/
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Privacy-preserving WSE: a collaborative approach
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Privacy-preserving WSE: a collaborative approach
Query’s submission process
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Privacy-preserving WSE: a collaborative approach
Query’s submission process
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Privacy-preserving WSE: a collaborative approach
Query’s submission process
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Privacy-preserving WSE: a collaborative approach
Query’s response process
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Privacy-preserving WSE: a collaborative approach
Query’s response process
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Privacy-preserving WSE: a collaborative approach
Query’s response process
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Query’s response process
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Privacy-preserving WSE: a collaborative approach
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Privacy-preserving WSE: a collaborative approach
Query’s response process
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Privacy-preserving WSE and beyond?

(+) Better outreach for WSE-side applications based on aggregated profiles

(+) User-empowerment: control of disclosed personal data

(-) Collaboration between users: Computation overhead
= Ongoing research: Perturbation at the client side

(*) Personalization vs Privacy trade-offs
= Ongoing research: Reliance on ML algorithms to enhance privacy based on a GAN-inspired

approach
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Access Control in the Cloud: Challenges?

N (O N (L N

Access Control List (ACL): Role Based Access Control Attribute-Based Access Control
(RBAC): (ABAC):

= Save users identities in ACL
=  Check ACL to authorise users
= Managed by a trusted party

= |dentify users by roles .
= Users’ roles match data roles .
= Managed by a trusted party

Identify users by attributes
Users’ attributes match data
roles

= Managed by a trusted party

\_ AN AN )

* Reliance on the cloud server
0 * Confidentiality against SP

* Privacy
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Encrypted Access Control in the Cloud

09/06/2020 Dr. Nesrine Kaaniche
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*Selective En

= Encrypting
outsourcing.
= Achieving f
based on effe

* Key mc

u * Confidi

* Privacy

*Attribute Based Encryption

* Both users' private keys and ciphertexts are associated
with a set of attributes or a structure over attributes.

* User is able to decrypt a ciphertext if there is a match
between his private key and the ciphertext

* Easier key management system

* Flexibility in specifying different access
e rights

* Confidentiality
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Attribute Based Encryption (ABE)

Service Provider
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S
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Og’ = N o4
%
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Data Owner
(1) Define Access Policy
Users (7) Retrieve Data

(2) Encrypt Data w.r.t to the access policy

{A, C, D}
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Attribute Based Encryption

Service Provider
i
11111 's-J

Ry
Attribute Authority

Drawbacks:
o.~Leakage of users’ attributes
&0 High processing over-head

2
@—J | °‘\/ ~ . Noaccess policy update
Data Owner

— (1) Define Access Policy
(2) Encrypt Data w.r.t to the access policy

—

(6) Send Attributes
(5) Issue Secret Keys

Attributes

7) Retrieve Data

AWORLD
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Attribute Based Encryption: Hidden Access Policy

i
< Key Generation e II I Il ] Key Generation = Data Owner
Users 2 .
{ | Attribute Authority
A CD

* Belguith S, Kaaniche N., Laurent, M, Jemai, A. , Phoabe: Securely outsourcing multi-authority attribute based encryption with policy hidden for cloud A WORLD
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Attribute Based Encryption

Service Provider
PR
11111 '~J

.
Attribute Authority

. 2
g &
> =
T 5 Drawbacks:
< n
T 2 o o.“No leakage of users’ attributes
Attributes 2 = o > ‘ . .
o T N &0 High processing over-head
i = ° \b‘ =
[_éi | » o No access policy update . %
- Data Owner
f— (1) Define Access Policy

7) Retrieve Data

Users (2) Encrypt Data w.r.t to the access policy

* Belguith S, Kaaniche N., Laurent, M, Jemai, A., Phoabe: Securely outsourcing multi-authority attribute based encryption with policy hidden for cloud A WORLD
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Attribute Based Encryption: Outsourced Decryption

Semi Trusted Edge Server

|

]

4—[ Return the partially decrypted ciphertext

_[ Oustource ciphertext

i
IIIII ] Key Generation =
— Data Owner
Q\ 0% A C D} E Attribute Authority AWoRlD
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Attribute based Encryption

Service Provider

A

e <
u

T S

Attribute Authority @ ’—j
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" 2
g 2
> =
=R Drawbacks:
g 3
2 2 o o.“No leakage of users’ attributes ¥
Attributes 2 = % ‘ .
e 29 o0 Less processing over-head v
i: ° \b‘ =
@L I l > o No access policy update

R Data Owner
p— (1) Define Access Policy
Users (7) Retrieve Data -

(2) Encrypt Data w.r.t to the access policy

* Belguith S, Kaaniche N., Hommoudeh, M,, Dargahi, T., PROUD: verifiable privacy-preserving outsourced attribute based signcryption supporting AWORLD
access policy update for cloud assisted loT applications, Future Generation Computer Networks P 100
09/06/2020 Dr. Nesrine Kaaniche UNIVERSITY



The 31
University
o Of

Sheffield.

Attribute-based Encryption : Access Policy Update

3
— Key Generation | — II I I
S

] Key Generation P Data Owner

" UEse;s . E Attribute Authority
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Attribute Based Encryption

Service Provider
%
Hiil 's-«'

.
Attribute Authority

g g Drawbacks:
| E g o o.“No leakage of users’ attributes Y
Attr'b‘ffei S T o & o Less processing over-head v/
@ﬂj | % N o Access policy update Vv

— Data Owner
p— (1) Define Access Policy
Users 7) Retrieve Data (2) Encrypt Data w.r.t to the access policy

* Belguith S, Kaaniche N., Hommoudeh, M,, Dargahi, T., PROUD: verifiable privacy-preserving outsourced attribute based signcryption supporting AWORLD
access policy update for cloud assisted loT applications, Future Generation Computer Networks P 100
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Encrypted Fine-grained Access:
Real World Applications
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Data Aggregation in Cloud-assisted loTs:
Smart Home Use Case

i,
S | Key Generation Je II I II | Key Generation ‘ﬂ @ a
Users — E —— loT devices
= Attribute Authority Data Owner
{A,E, F, B} —
* Belguith S, Kaaniche N., Mohamed, M, Russello G, T., Coop-daab: Cooperative attribute based data aggregation for internet of things applications AWORLD
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Authenticated Data sharing in Cloud-assisted Vehicular
Networks

Semi Trusted Edge Server

1

4—[ Return the partially decrypted ciphertext

"D») —-[ Oustource ciphertext

= Users i,
(OO OO < Key Generation | — I I I Il — Key Generation =
% i _ Data Owner
YOO {A,E,F, B} Attribute Authority
e Belguith S, Kaaniche N., Hammoudeh, M, Dargahi, T., PROUD: verifiable privacy-preserving outsourced attribute based signcryption supporting AWORLD
access policy update for cloud assisted loT applications, Future Generation Computer Networks P 100
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Interdisciplinary Discussion & Research
Directions
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Technical Challenges

* Privacy preserving auditing tools
o Transparency and auditing concerns have been addressed by a minority of works =
Need to address these requirements which have been emphasized by recent
regulations.

o Examples of recent works: Intel-SGX provenance systems, informed consent for e-health
applications, transactional privacy in blockchain-based systems

e Privacy preserving data collection techniques
o Massive collection of sensitive data, by Al-based systems, in emerging pervasive

applications =» Need for privacy preserving data collection processes,

o Research directions: privacy-enhancing cryptographic methods (i.e., homomorphic encryption on
encrypted users’ data) to meet an agreement between privacy, efficiency and quality of experience.

* Privacy sensitive processing for ubiquitous environments

o Need for lightweight security/privacy solutions adapted to resource-constrained
devices (mobile devices).
o Examples of recent solutions: Intel-SGX based solutions for pervasive/ubiquitous applications.

AWORLD
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Legal, Social & Economic Challenges

* Legal challenges

o Several regulations and laws regarding data protection
o Research directions: translations laws/texts into efficient technical solutions, namely for users’
consent collection and data transfers between several service providers

* Social and economic challenges
o User-experience is the main pillar to define the perimeter of private information
and the utility over the adoptions of PETs
o Several mediated cases: Kodak cameras, Google glasses, LG-TV..

Trade-off between protection strategies and economic activities
o Recent works: user empowerment approaches, the impact of data collection abuse practices on
consumers’ attitudes...

@)
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Conclusions
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Conclusions

* Several user-centric privacy-preserving solutions based on attribute-based
cryptographic techniques have introduced, while pointing out their applications in
distributed systemes, i.e., clouds, cloud-assisted loTs, e-assessment platforms ...

* Several solutions at the server-side have been proposed, namely cooperative proofs
of possession of outsourced data in cloud-of-clouds environments, authorized
keyword search over outsourced encrypted data for multi-owner, multi-user
settings, privacy preserving auditing systems, pseudonyms systems and privacy-
enhancement for lifelogging personal assistants.

* Ongoing works and several collaborations are actually set-up with different
universities and research labs: SRI International, USA; University of Salford, UK;
University of NewcCastle, AUS; and University of Auckland, NZ to investigate
emerging privacy-preserving techniques.
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Thank you for your attention!

Nesrine Kaaniche

n.kaaniche@sheffield.ac.uk
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