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• de Fermat à aujourd'hui : qui a inventé le RSA ? 
Une histoire de clé publique. 

•    Nous partirons de la définition du RSA : quels 
sont les ingrédients nécessaires ? 

•    Le point de départ est Fermat. Puis ce seront 
Euler, Babbage, Jevons, Legendre, Hensel, 
Lehmer, Turing, Koenig, Squires, Ellis, Cockx, 
Rabin, Diffie, Hellman, Merkle, Knuth, Rivest-
Shamir-Adleman ... 

•    Un voyage étonnant avec plusieurs grandes 
surprises récemment découvertes. 
 



Ingrédients du RSA 

• Système à clé publique, 
• Système asymétrique, 
• Fonction à sens unique, 
• Calcul de l’inverse modulo, 
• Exponentielle discrète efficace, 
• Grands nombres premiers, 
• Factorisation, 
• Arithmétique des grands nombres : 

– Addition, multiplication, 
– Multiplication modulo. 

 
 



Mersenne – Fermat (1643) 

• 1640: Fermat proves his little theorem (a way 
to prove that a given integer is composite) 

• 1643: Mersenne asked him if 100.895.598.169  
is prime or composite (12 digits) 

• Answer of Fermat: factors are 898 423 and 
112 303 

• We don’t know if Fermat used his published 
method (using difference of squares)  

• Gauss was not able to do it. 

 



… mais … 

• Il faut revenir aux textes originaux, 

• Voir pourquoi Mersenne a demandé cela à 
Fermat, 

• Tout n’est pas clarifié.   



The Jevons number 

• 1874: “Can the reader say what two numbers multiplied together will 
produce the number 8,616,460,799? I think it unlikely that anyone but 
myself will ever know; for they are two large prime numbers, and can only 
be rediscovered by trying in succession a long series of prime divisors until 
the right one be fallen upon.” Only 10 digits! 

• 1903: D. Lehmer shows the 2 factors during an AMS meeting (then 
publishing  an interesting method based on continuous fractions), 

• But … 1889: Charles J. Busk publishes the factors in Nature! (hidden till last 
year!) 

• See also http://bit-player.org/2012/the-jevons-number 

• Golomb shows in a paper published by Cryptologia that it is in fact easy 
using tricks with the Fermat method.  
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Complexity of factorization 

• We don’t know 

 

• but  



 



 



What about a factoriskedron? 

• It would be the end of RSA! 



 



 



Science-fiction 

• In 1898 (14 years prior to the Titanic tragedy), 
Morgan Robertson wrote a novel called 
Futility. This fictitious novel was about the 
largest ship ever built hitting an iceberg in the 
Atlantic ocean on a cold April night. The 
fictional ship (named Titan) and the real ship 
Titanic were similar in design and their 
circumstances were remarkably alike. Both 
ships were labeled "unsinkable". 



Citations Titanic 

• From Captain Smith about the Adriatic: 
"I cannot imagine any condition which would cause a ship to 

founder. I cannot conceive of any vital disaster happening to 
this vessel. Modern ship building has gone beyond that". 
   

• A Quote from a Titanic passenger: 
"To say a ship was unsinkable was flying in the face of God". 
 
• A quote from a White Star Line employee at the launch of 

Titanic: 
"Not even God himself could sink this ship". 

 



Citations Factoring 

• In 1976 Richard Guy wrote: "I shall be 
surprised if anyone regularly factors numbers 
of size 1080 without special form during the 
present century."  

 

• In 1977 Ron Rivest said that factoring a 125-
digit number would take 40 quadrillion years. 



Rivest: prédictions en 1990 

• Table 6: Rivest's Optimistic Key-Length 
Recommendations (In Bits) 
 

Year    Low Avg High       done 
1990   398 515 1289  
1995   405 542 1399  
2000   422 572 1512        512 
2005   439 602 1628        640 
2010   455 631 1754        768 
2015   472 661 1884  
2020   489 677 2017  

 



Factoring  
Predictions (Bruce Schneier – 1995) 

Table 5:  
Long-range factoring predictions  
Year Key length (in bits)  

 
1995       1024  
2005       2048  
2015       4096  
2025       8192  
2035    16,384  
2045    32,768  

 





David Naccache, 
une première 

nuit froide d’avril, 
imagine un polar 
crypto, à suivre …  



Grands nombres pour la crypto 

• Babbage (cryptographe) imagine une machine 
analytique qui permet de manipuler des 
nombres de 40 digits, y compris leur 
multiplication, 

• Sans décrire comment, il dit que cela peut 
servir pour la cryptographie … 



Legendre 

• Semble être le premier à avoir décrit un 
algorithme pour calculer l’exponentielle 
dsicrète, 

• Mais cela devait être connu bien avant sans 
avoir été systématisé.  



Fonctions à sens unique 

• Jevons 

 

• Exemple : la factorisation ! 



Systèmes à clé publique 

• Le  projet C-43, 

• Turing : projet Delilah, 



 



 



 



 



 





SIGSALY http://en.wikipedia.org/wiki/SIGSALY 

• During WWII, complete « GSM » 
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SIGSALY, the start of the digital 
revolution 

 
see  

http://www.nsa.gov/about/cryptologic_heritage/center_crypt_history/publications/sigsaly_start_digital.shtml 
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Firsts of SIGSALY 
• The first realization of enciphered telephony 

• The first quantized speech transmission 

• The first transmission of speech by Pulse Code Modulation (PCM) 

• The first use of companded PCM 

• The first examples of multilevel Frequency Shift Keying (FSK) 

• The first useful realization of speech bandwidth compression 

• The first use of FSK - FDM (Frequency Shift Keying-Frequency Division 
Multiplex) as a viable transmission method over a fading medium 

• The first use of a multilevel "eye pattern" to adjust the sampling intervals (a 
new, and important, instrumentation technique) 

• The system can be thought of as being one of the very first successful 
applications of spread spectrum technology. 
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Delilah (Turing) 
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Turing 

• Utilise le premier le terme de « clé publique » 
(expliquer), 

• Imagine 2 systèmes utilisant l’arithmétique 
modulaire : 

 



Stephen Squires 

 



 



 



Diffie, Hellman, Merkle 

• Inventent les systèmes à clé publique comme 
nous les connaissons, sans proposer de vrai 
système (mais proposent d’utiliser des 
matrices et des circuits booléens aléatoires …), 

 

• Gill propose d’utiliser le log discret 

• Don Knuth propose d’utiliser la factorisation ! 



Michaël Rabin ? 

• Voir (écouter !) mes commentaires oraux. 

 



Conclusion : Qui a inventé le RSA ? 

• Rivest, Shamir et Adelman, bien sûr, mais ils 
ont bien plus de précurseurs que « prévus » et 
nous devrons sans doute attendre encore 
quelques années avant de tout connaître … 

 

• Merci de me tenir informer si vous avez des 
indices nouveaux ou inédits ! 


